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������ �������� � ��������� �� ������! �"�-������� (#
) ��! �$��� ������������%����� ���� ���

��������, ������� ������!$��! � ����������� ����� ������� ��������� � ��&��� ����������, � ���

 ���� ��! ���������� �������� "���������� �������� ������� ('()) ��� ������ �, ��������� � ��������

���������� � ������������������ ��������. )����������� �������� ������������� ��  ������  �����
������ ������� ��������������: S-���� �������������� ������, ������� �*���!, ���� ����� �������, 
������� �� ��������� ������ �� "���������� ��������������! � ����������! ������ � ��� ������

���������� ����&����.  
��)*
�+
 �����: ��������, ���-������!, "��������� �������! ������%, S-���� ��������������

������, ������� �*���!, ���� ����! ������!. 

  

��������. ��	
������ 
�������

�������� !!�� "��#!$!$�!

�$%&�#�'�&$$() *!)$&+&,�- "�� �&./�$��, 
&0��0&*1!, "!�!/�2! � )��$!$�! /&13#!$*&4

*�!03!* 4 &"�!/!+!$$() �+32��) �&)��$!$��

1&$%�/!$'��+5$&�*� �) �&/!�6�$��, &0!�"!2!$��
"&+$&*( � /&�*&4!�$&�*� – '!+&�*$&�*�.  

�/$�# �. 7%%!1*�4$() $�"��4+!$�- .� �*(

�$%&�#�'�� �4+�!*�� 1��"*&,��%��

(1��"*&,��%�2!�1�� .� �*�), ���&1& "��#!$�!#��
4 ��.+�2$() �%!��) /!�*!+5$&�*� 4

,&�3/���*4!$$() � 1&##!�2!�1�) �*�31*3��). 
���"*&,��%�2!�1�! #!*&/( .� �*(

�$%&�#�'�� �4+��*�� &08!1*&# �!�5!.$()

$�32$() ���+!/&4�$�- � �*�$/��*�.�'�� $�

$�'�&$�+5$() � #!6/3$��&/$() 3�&4$�). 
��!/+�,�!#(- �+,&��*# � $&4(#�

"�!&0��.&4�$��#� &"�!/!+�!* "�&'!/3�3

4(2��+!$�� )7�-%3$1'�� /+� +�0&-

"&�+!/&4�*!+5$&�*� /4&�2$() ��#4&+&4. 

��	
������ ������  
�3$1'�� )!���&4�$�� .�1+�2�!*�� 4

�&"&�*�4+!$�� "�&�.4&+5$&,& $�0&�� /�$$() 4

4�/! "&�+!/&4�*!+5$&�*� /4&�2$() ��#4&+&4 �

!,& &0��.� %�1���&4�$$&- $!0&+5�&- /+�$(, 2*&
"&.4&+�!* ��"&+5.&4�*5 7*3 %3$1'�� 4 "�&'!/3��)

7+!1*�&$$&- '�%�&4&- "&/"��� /+� �&1�� !$��

4�!#!$� "&/"���$�� � "�&4!�1� "&/"���. 9%%!1*
�&1�� !$�� 4�!#!$�, /&�*�,�!*�� .� �2!*

4(2��+!$�� "&/"��� *&+51& "&/ &0��.&#

"&/"��(4�!#&,& $�0&�� /�$$().  
��!/+�,�!#�� )7�-%3$1'�� "�!/$�.$�2!$� /+�

"�&4!�1� "&+$&*( �$%&�#�'�� 1��"*&,��%�2!�1�#

#!*&/&#, � !: .$�2!$�! ��"&+5.3!*�� 1�1 4)&/$&!
/�$$&! 4#!�*! � �!1�!*$(# 1+�2&# /+� ,!$!��'��

7+!1*�&$$&- '�%�&4&- "&/"��� "&

�&&*4!*�*43� !#3 7+!1*�&$$&#3 /&13#!$*3. 9*&*
�+,&��*# )7�-%3$1'�� &0��0�*(4�!* �&&0 !$�!

"�&�.4&+5$&- /+�$( 0+&1�#� ��.#!�&# 256 0�*&4 �
4(��0�*(4�!* 0+&1 )7� - .$�2!$�� /+�$&- 256 0�*&4. 

��$$(- �+,&��*# � "�&'!/3�� 4(2��+!$��

)7�-%3$1'�� (��) /+� +�0&- "&�+!/&4�*!+5$&�*�
/4&�2$() ��#4&+&4, 1&*&�(! "��#!$��*�� 4

1��"*&,��%�2!�1�) #!*&/�) &0��0&*1� � .� �*(

�$%&�#�'��, 4 *&# 2��+! /+� �!�+�.�'��

"�&'!/3� 7+!1*�&$$&- '�%�&4&- "&/"���  (9��) 
"�� "!�!/�2!, &0��0&*1! � )��$!$�� �$%&�#�'�� 4
�4*&#�*�.��&4�$$() ���*!#�). 

������� ������. � "��4&/�#&# &"���$��

"�!/+�,�!#&,& �+,&��*#� "�&'!/3�� 4(2��+!$��

)7� - .$�2!$�! �&�*&�* �. �+!/3� �) ��,&4: 
��� 1. ���������� ��
�� ��
�������. 

�7���3!#&! �&&0 !$�! "�&�.4&+5$&- /+�$(

��.0�4�!*�� $� 0+&1� /+�$&- 256 0�*&4. 
�+�
/+�$� "&�+!/$!,& 0+&1� #!$5�!, 2!# 256 0�*�, *&
"&�+!/$�- 0+&1 /&"&+$�!*�� $3+�#� /& 256 0�*&4.  

��� 2. ���������� �������� �����

	��������. 

� �!.3+5*�*3 4("&+$!$�� ��,� 1 /&0�4+�!*��
256-0�*&4&! .$�2!$�! /+�$( 4 0�*�) ��)&/$&,&

�&&0 !$��. ��*&4�� /+�$� )7���3!#&,&
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�&&0 !$�� "&+32�!*�� &* .$�2!$�� /+�$(

��)&/$&,& �&&0 !$�� "& mod 2256 . 
��� 3. ���������� �������� ���
�������

	����. 

� �!.3+5*�*3 4("&+$!$�� ��,� 2 /&0�4+�!*��
256-0�*&4&! .$�2!$�! 1&$*�&+5$&- �3##(. �+&1
1&$*�&+5$&- �3##( 4(2��+�!*�� "&�+!

/&0�4+!$�� 0�*&4 .�"&+$!$��, 1�1 �3##( "& mod 
2256 

4�!) 0+&1&4 /&"&+$!$$&,& �&&0 !$��. 
��� 4. ������
�� 	�������� ������� 
�

256 ��
��.   

�&�+! 7*�) ��,&4 ������!$$&! �&&0 !$�!

��.0�4�!*�� $� 0+&1� /+�$&- 256 0�*. 
��!/"&+&6�#, 1&+�2!�*4& 0+&1&4 ��4$& N. 
�0&.$�2�# 7*� 0+&1� 2!�!. +1, +2, ..., +N.  

�0��0&*1� �&&0 !$�� 0+&1�#� "& 256 0�*&4
4("&+$�!*�� �+!/3� �# &0��.&#: 

1. �4&/�*�� 0+&1 .�/�$$() 2��!+ 2550 ,..., SSS = , 

,/! 0 255, 0, 255lS l≤ ≤ =  (S–0+&1 03/!* !/�$(#

/+� ,�3""( "&+5.&4�*!+!-). �4&/�# 256 0�*&4&!
�*��*&4&! )7�-.$�2!$�! H=0 � "&+&6�# n=1. 
2. �4&/�*�� 0+&1 )7���3!#&,& �&&0 !$�� +�: 

0 1 255(0) (0)... (0)nÌ m m m=  (256 0�*&4). 

3. 
�+� n=1, *& (0)T = nÌ , �$�2! (0)T H= . 
&,/�

,!$!���3!*�� "!�4(! 32 0�-*� 1+�2� �+!/3� �#
&0��.&#:  

0 0 1 7(0) (0)... (0)k t t t= , 1 8 9 15(0) (0)... (0), ...,k t t t=

31 248 249 255(0) (0)... (0)k t t t= . 

�+&1 (0)T '�1+�2!�1� �/4�,�!*�� $�+!4& 29 0�*&4

� !,& �!.3+5*�* &0&.$�2�!*�� 2!�!. (1)T :  

29 30 255 0 28

0 1 255

(1) (0) 29 (0) (0)... (0) (0)... (0)

(1) (1)... (1).

T T t t t t t

t t t

= <<< = =

=

�* 0+&1� )1(T ,!$!���3!*�� �+!/3� �! 32 0�-*�

1+�2� �+!/3� �# &0��.&#: 

0 32 1 0 1 7(1) (1)... (1)k t t t
+ ⋅

= , 1 32 1 8 9 15(1) (1)... (1), ...,k t t t
+ ⋅

=

31 32 1 248 249 255(1) (1)... (1)k t t t
+ ⋅

= . 

�+&1 (1)T '�1+�2!�1� �/4�,�!*�� $�+!4& 29 0�*&4

� �!.3+5*�* &0&.$�2�!*�� 2!�!. (2)T :  

29 30 255 0 28

0 1 255

(2) (1) 29 (1) (1)... (1) (1)... (1)

(2) (2)... (2).

T T t t t t t

t t t

= <<< = =

=

�* 0+&1� (2)T ,!$!���3!*�� "&�+!/3� �! 32 

0�-*� 1+�2� �+!/3� �# &0��.&#: 

0 32 2 0 1 7(2) (2)... (2)k t t t
+ ⋅

= , 

1 32 2 8 9 15(2) (2)... (2), ...,k t t t
+ ⋅

=

31 32 2 248 249 255(2) (2)... (2)k t t t
+ ⋅

= . 

�$�+&,�2$&, �. 4(��6!$�- (3)T , (4)T , (5)T , 

(6)T ,!$!���3�*�� �+!/3� �! 1+�2�: 

0 32 3 31 32 3, ...,k k
+ ⋅ + ⋅

, 0 32 4 31 32 4, ...,k k
+ ⋅ + ⋅

, 

0 32 5 31 32 5, ...,k k
+ ⋅ + ⋅

, 0 32 6 31 32 6, ...,k k
+ ⋅ + ⋅

. 

�+&1 (6)T '�1+�2!�1� �/4�,�!*�� $�+!4& 29 0�*&4

� �!.3+5*�* &0&.$�2�!*�� 2!�!. (7)T :  

29 30 255 0 28

0 1 255

(7) (6) 29 (6) (6)... (6) (6)... (6)

(7) (7)... (7).

T T t t t t t

t t t

= <<< = =

=

�* 0+&1� (7)T ,!$!���3!*�� "&�+!/$�! 32 0�-*�  

1+�2� �+!/3� �# &0��.&#: 

0 32 7 0 1 7(7) (7)... (7)k t t t
+ ⋅

=
1 32 7 8 9 15(7) (7)... (7), ...,k t t t
+ ⋅

=

31 32 7 248 249 255(7) (7)... (7)k t t t
+ ⋅

= . 

4. 	�"&+5.3�, ,!$!���&4�$$() 1+�2!- � �

"&#& 5� S-0+&1� $� &�$&4! $!�+&6$()

"�!&0��.&4�$�- ,!$!���3!*�� $&4(- 256 0�-*&4(-
1+�2 KR: 
4.1.  i=0;  j=0; 
4.2. j=(j + Si + ki) mod 256; 
4.3. P=Si; Q=Sj; 
4.4. Si =Q; Sj =P; 
4.5. ��&4!��!*�� 3�+&4�! i<255. 
�+� 4("&+$�!*��
7*& 3�+&4�!, *& "&+&,�� i=i+1  "!�!)&/�*�� 1 ��,3
4.2., �$�2! "!�!)&/ 1 �+!/3� !#3 ��,3; 
4.6. i=0;   j=0;   l=0; 
4.7. i=(i+1) mod 256; 
4.8. j=(j+Si) mod 256; 
4.9. P=Si; Q=Sj; 
4.10. Si =Q; Sj =P; 
4.11. t=(Si+Sj) mod 256; 
4.12. krl=St; 
4.13. l=l+1; 
4.14. ��&4!��!*�� 3�+&4�! l<256. 
�+�

4("&+$�!*�� 7*& 3�+&4�!, *& "!�!)&/�*�� 1 ��,3
4.7., �$�2! .�1�$2�4�!*�� ,!$!��'�� 1+�2�

0 1 255, ,..., ,...,lKR kr kr kr kr= . 

5. �&+�,�!*�� i=0 � (0) nT M= . 

6.�+�2 0 32 31 32, ... , ( )i iKRI kr kr áèò î â
+ ⋅ + ⋅

= � 0+&1&#

=)0(T 0 7 8 15 248 255(0)... (0) (0)... (0)... (0)... (0)t t t t t t 4("&+$�!#

&"!��'�� XOR � &0&.$�2�# �!.3+5*�* 7*&-

&"!��'�� 2!�!. 0 1 255(0) (0) (0)... (0)H h h h= , *. !. 

(0) (0)KRI T H⊕ = . 

7. �&+32!$$(- 256-0�*&4&- 0+&1 ��./!+�!*�� $�

2!*(�! 64-0�*&4(! 0+&1� 0 63(0)... (0),X h h=

64 127(0)... (0),Y h h= 128 191(0)... (0),Z h h=   

192 255(0)... (0)W h h= � 4(2��+�!*�� .$�2!$��

�+!/3� �) +&,�2!�1�) %3$1'�-: 

( ; ; ; ) ( ) ( )F X Y Z W X Y Z W W= ∧ ∧ ⊕ ⊕ ; 

( ; ; ; ) (( ) ) ( )G X Y Z W W X Z Y Z W= ∧ ∧ ⊕ ⊕ ∧ ; 

( ; ; ; ) ( ) ( ) ( ) ( )R X Y Z W X Y Z Z W X W Y W= ∧ ∧ ⊕ ∧ ⊕ ∧ ⊕ ∧ ; 

( ; ; ; ) ( ) ( ) .V X Y Z W Y W Z Z W X= ∧ ∧ ⊕ ∧ ⊕   

�/!�5 "&0�*&4(! +&,�2!�1�! &"!��'�� AND, OR, 
NOT, XOR &0&.$�2!$( �&&*4!*�*4!$$& .$�1�#�

∧ , ∨ , ¯, ⊕. �$�2!$�� 7*�) +&,�2!�1�) %3$1'�-
03/!* 64-0�*&4(#� 0+&1�#�. 

8. �0&.$�2�!*�� 2!�!. (0)L  256-0�*&4&- 0+&1, 

"&+32!$$(- 4 �!.3+5*�*! 1&$1�*!$�'�� 2!*(�:)

64-0�*&4() 0+&1&4 .$�2!$�� +&,�2!�1�) %3$1'�-, 
*.!.  
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0 1 255(0) ( ; ; ; ) || ( ; ; ; ) || ( ; ; ; ) || ( ; ; ; ) (0) (0)... (0)L F X Y Z W G X Y Z W R X Y Z W V X Y Z W l l l= = . 

9. �0&.$�2�!*�� 2!�!. (0)À  512-0�*&4&- 0+&1, 

�!.3+5*�* 1&$1�*!$�'�� (0)H � (0)L , *.!., 

0 1 255 0 1 255

0 1 511

(0) (0) || (0) (0) (0)... (0) (0) (0)... (0)

(0) (0)... (0)

A H L h h h l l l

a a a

= = =

=

10. ��./!+�!*�� 0+&1 (0)À "& 4 0�*� �+!/3� �#

&0��.&#: 

0 1 2 3 0(0) (0) (0) (0) ,a a a a x=    

4 5 6 7 0(0) (0) (0) (0) ,a a a a y=     

8 9 10 11 1(0) (0) (0) (0) ,a a a a x=    

12 13 14 15 1(0) (0) (0) (0) ,a a a a y=    ...   ,     

0 8 1 8 2 8 3 8(0) (0) (0) (0) ,a a a a x
+ α + α + α + α α

=     

4 8 5 8 6 8 7 8(0) (0) (0) (0) ,a a a a y
+ α + α + α + α α

=    ...   ,    

0 8 63 1 8 63 2 8 63 3 8 63 63(0) (0) (0) (0) ,a a a a x
+ ⋅ + ⋅ + ⋅ + ⋅

=    

4 8 63 5 8 63 6 8 63 7 8 63 63(0) (0) (0) (0) .a a a a y
+ ⋅ + ⋅ + ⋅ + ⋅

=

�0&.$�2�!*��: ||x y b
α α α

= . 

11. �& /�$$&- *�0+�'! �6�*��, 4 1&*&�&-

&"�!/!+!$$&# "&��/1! ���"&+&6!$( 2��+� &* 0 /&

15, &/$&0�-*&4(- 0+&1 b
α

"�!&0��.3!*�� 4

"&+30�-*&4(- 0+&1, ���"&+&6!$$(- 4

"!�!�!2!$�� �*�&1� x
α
� �*&+0'� y

α
 (*�0+. 1).  


�0+�'� 1.  
 0 1 2 ... 

α
y … 15 

0 d0(0) d1(0) d2(0) ... 
αyd  (0) ... d15(0) 

1 d0(1) d1(1) d2(1) ... 
αyd (1) ... d15(1) 

2 d0(2) d1(2) d2(2) ... 
αyd  (2) ... d15(2) 

… ... ... ... ... ... ... ... 

α
x  d0( α

x ) d1( α
x ) d2( α

x ) ... 
αyd  (

α
x ) ... d15( α

x ) 

… ... ... ... ... ... ... ... 
15 d0(15) d1(15) d2(15) ... 

αyd  (15) ... d15(15) 


�+� &0&.$�2�*5 2!�!. ÒÑ "�!&0��.&4�$�!

*�0+�'( �6�*��, *& 2!�!. (1)Ò &0&.$�2�!*�� 256-

0�*&4&- 0+&1 "&+32!$$(- 4 �!.3+5*�*! 7*&,&

"�!&0��.&4�$��: 

63 0 62 1 32` 31

0 0 1 1 63 63

0 63 1 62 31 32

0 1 255

( ... ) (512 )

( ) ( ) ( ) ( )... ( ) ( ) (256 )

(1) (1)... (1) (1).

y y y y y y

ÒÑ õ y õ y õ y áèò

d x d x d x d x d x d x áèò

t t t T

=

= =

= =

12. i=i+1. 
13. ��&4!��!*�� 3�+&4�! i<8. 
�+� 4("&+$�!*�� 7*&

3�+&4�!, *& "&+�,�!*�� (0) (1),T T= � &�3 !�*4+�!*��

"!�!)&/ 1��,3 6, �$�2! "!�!)&/ 1 �+!/3� !#3��,3. 

14. (1)H T= . 

15. n=n+1. 

16. ��&4!��!*�� 3�+&4�! n ≤ N. 
�+� 4("&+$�!*��
7*& 3�+&4�!, *& &�3 !�*4+�!*�� "!�!)&/  1 ��,3 2, 
�$�2! "&+32!$$&! .$�2!$�! , "��$�#�!*�� .� )7�

- .$�2!$�!# �&&0 !$�� +. 

 ����� ������
�
��

�(2��+!$�! .$�2!$�� )!�-%3$1'�� &/$&,& j-
,& 0+&1� "�!/�*�4+�!*�� 4 4�/!: 

(1) { (0) [ (0) ] [ (0)

] [ (0) ] [ (0) ]}

i i i i i i

i i i i i

T TC T KRI F T KRI G T

KRI R T KRI V T KRI

= ⊕ ⊕ ⊕

⊕ ⊕ ⊕

, (1) 

,/! 1T (0) – j-(- 0+&1 )!���3!#&,& �&&0 !$��; 

(0) (1)i iT T= , i=1,2,…,8; 8 (1)jH T= . 

�+� �+!/3� !,& 0+&1� )!���3!#&,&

�&&0 !$��, 1+�2� iKRI ,!$!���3�*�� .�$&4& "&  

)!� .$�2!$�� "�!/(/3 !,& 0+&1� 8 (1)jH T= , � /+�

"!�4&,& 0+&1� 1+�2� iKRI ,!$!���3�*�� &*

$�2�+5$&,& 0+&1� )!���3!#&,& �&&0 !$��. 
� "��4&- 256-0�*&4&- 2��*� 1&$1�*!$�'��

4(��6!$�� (1) %3$1'�� [ (0)]iF H , [ (0)]iG H , 

[ (0)]iR H , [ (0)]iV H /��* "!�!#!��4�$�! �

����!�4�$�! 0+&1� (0)iH , 1&*&�(- "�!/�*�4+�!*

�&0&- +!43� 256-0�*&43� 2��*5 512-0�*&4&-
1&$1�*!$�'��. ��&#! *&,&, 1&$�*�31'�� 7*�)

%3$1'�� "&.4&+��* "�!&0��.&4�*5 ��.$(! 256 –
0�*&4() 0+&1&4 $� ��.$(! 256 –0�*&4(! 0+&1�, 2*&
"&�+! 8-� ��3$/&,& '�1+�, $! �$�6�!* �*&-1&�*�
)!�-%3$1'��. 

!���"�����  
�� &�$&4! �/!� ��.��0&*1� "�!/+�,�!#&,&

�+,&��*#� )!�-%3$1'�� ��"&+5.3�*�� 1&#0�$�'��
"�!&0��.&4�$�-: "&0�*$&! �+&6!$�! "& mod 2, S-
0+&1, *�0+�'� �6�*��, +&,�2!�1�! %3$1'��.  
�!$!��'�� 0�.&4() "�!&0��.&4�$�� � 31�.�$$(#�
�4&-�*4�#� �& �*&�&$( ("& 3�#&*�!$��) ,�3""(
"&+5.&4�*!+!- �4+�!*�� &/�$ �. &�$&4$()
"�!�#3 !�*4 4 "��+&6!$��).  

	 1&$�*�31'�� � "�!&0��.&4�$�� �+,&��*#�
�#!�* "!��"!1*�4$&,& "��+&6!$�� *�1 1�1 �)
&�$&4( �4+��*�� 3$�4!���+5$(#� � ,�01�#� 1
"��+&6!$��#.    
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��#$�%&'#&  . (���-	)��� *���+�� )����������

��2�+&

�4&/�*��: �-�&&0 !$�!, 

2550,...,SSS = , 

255,0,2550 =≤≤ lSl
0+&1 �

*�0+�'� �6�*��.

�7���3!#&! �&&0 !$�! "�&�.4&+5$&- /+�$( ��.0�4�!*�� $� 0+&1�
/+�$&- 256 0�*&4.   
�+� /+�$� "&�+!/$!,& 0+&1� #!$5�!, 2!# 256 0�*�
*& "&�+!/$�- 0+&1 /&"&+$�!*�� � "�&0!+�#� /& 256 0�*&4. 

�&0�4+�!*�� 256-0�*&4&! .$�2!$�! /+�$( 4 0�*�) ��)&/$&,& �&&0 !$��. 
��*&4�� /+�$� )7���3!#&,& �&&0 !$�� 4(2��+�!*�� &* /+�$(
��)&/$&,& �&&0 !$�� "& mod 2

256
 . 

� �!.3+5*�*3 ��,� 2 /&0�4+�!*�� 256-0�*&4&! .$�2!$�! 1&$*�&+5$&-
�3##(. �+&1 1&$*�&+5$&- �3##( 4(2��+�!*�� "&�+! /&0�4+!$�� 0�*&4
.�"&+$!$��, 1�1 �3##( "& mod 2

256 4�!) 0+&1&4 /&"&+$!$$&,&
�&&0 !$��. 

��.0�4�!# ������!$$&,& �&&0 !$�� 256-0�*&4(! 0+&1�:  +1, +2, ..., +N. 

�:=0 

�4&/�*�� 0+&1 )7���3!#&,&
�&&0 !$��+n . 
�+� n=1, *&

)0(T = n+ , �$�2! )0(T H= ,*.!.  

)0()...1()0()0( 25510 tttT =

1 

6 
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1 

��1+�2!�1� �/4�,�!*�� $�+!4& $� 29 0�*� 7+!#!$*( 0+&1� )(iT � &0&.$�2�!*��: 

)1()...1()1()()...()()...()(29)()1( 255102802553029 +++==<<<=+ ititititititititiTiT

�& 0+&13 )(iT ,!$!���3!*�� 32 0�-* 1+�2�: 

)()...()(...,),()...()(),()...()( 25524924832311598321710320 itititkitititkitititk iii ===
⋅+⋅+⋅+

�& 0+&13 )7(T ,!$!���3!*�� 32 0�-* 1+�2� : 

).7()...7()7(...,),7()...7()7(),7()...7()7( 25524924873231159873217107320 tttktttktttk ===
⋅+⋅+⋅+

i:=0;  

i:=i+1 

i<7 

��

�!*  

i=0, j=0 

j=(j+Si+ki) mod 256 

P=Si,    Q=Sj, 

Si =Q,    Sj =P, 

i<255 

��

i:=i+1 

2

�!*  
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2 

i=0,   j=0,   l=0, 

i=(i+1) mod 256 

j=(j+Si) mod 256 

P=Si,    Q=Sj, 

Si =Q,    Sj =P

t=(Si+Sj) mod 256 

krl =St

l=l+1 

l<256 

��

�!*  

�+�2 � 0+&1 =)0(� )0()...0()...0()...0()0()...0( 25524815870 tttttt �3##��3�*�� "&

&"!��'�� XOR � �!.3+5*�* �3##��&4�$�� &0&.$�2�!*�� 2!�!.

)0()...0()0()0( 25510 hhhH = , *. !. )0()0( HTKRI =⊕ .

�&+32!$$(- 256-0�*&4&- 0+&1 ��./!+�!*�� $� 2!*(�! 64-0�*&4(! 0+&1�  

),0()...0( 630 hhX = ),0()...0( 12764 hhY = ),0()...0( 191128 hhZ = )0()...0( 255192 hhW =

3 

i=0; T(0)=Mn;  )256(... 3110 �����krkrkrKRI =

4 
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�(2��+�!*�� .$�2!$�� +&,�2!�1�) %3$1'�-: 

WWZYXWZYXF ⊕⊕∧∧= )()();;;( ; 

)())(();;;( WZYZXWWZYXG ∧⊕⊕∧∧= ; 

)()()()();;;( WYWXWZZYXWZYXR ∧⊕∧⊕∧⊕∧∧= ; 

.)()();;;( XWZZWYWZYXV ⊕∧⊕∧∧=

�0&.$�2�# 2!�!. )0(L  256-0�*&4&- 0+&1, "&+32!$$(- 4 �!.3+5*�*! 1&$1�*!$�'�� 2!*(�:) 64-

0�*&4() 0+&1&4 .$�2!$�� +&,�2!�1�) %3$1'�-, *.!.,   

()...0()0();;;(||);;;(||);;;(||);;;()0( 25510 lllWZYXVWZYXRWZYXGWZYXFL ==

.

�0&.$�2�# 2!�!. )0(�  512-0�*&4&- 0+&1, �!.3+5*�* 1&$1�*!$�'�� )0(H � )0(L , *.!., 

)0()...0()0()0()...0()0()0()...0()0()0(||)0()0( 511102551025510 aaalllhhhLHA ===

�+&1 )0(� ��./!+�!*�� "&  4 0�*�# �+!/3� �# &0��.&#: ,)0()0()0()0( 03210 xaaaa =    

,)0()0()0()0( 07654 yaaaa = ,)0()0()0()0( 1111098 xaaaa = ,)0()0()0()0( 115141312 yaaaa =  ...  ,    

,)0()0()0()0( 83828180 ixaaaa =
++++ αααα

   ,)0()0()0()0( 87868584 iyaaaa =
++++ αααα

   ...   ,    

,)0()0()0()0( 636383638263816380 xaaaa =
⋅+⋅+⋅+⋅+

   

.)0()0()0()0( 636387638663856384 yaaaa =
⋅+⋅+⋅+⋅+ iii byx =|| . 

iii yxb ||= , i=0,…,63 


�+� &0&.$�2�# 2!�!. �- "�!&0��.&4�$�! *�0+�'( �6�*��, *&,/� 2!�!. )1(� &0&.$�2�!*��

256-0�*&4&- 0+&1, "&+32!$$(- 4 �!.3+5*�*! "�!&0��.&4�$��: 

).1()1()...1()1()()...()()...( 255103263063631100 31063
Ttttxdxdxdy�y�y��- yyy ===

4 

i=i+1 

i<8 

)1()0( TT =

��

�!*

ii krkrKRI
⋅+⋅+

= 3231320 ,...,

5 

3 
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���������

�����	
� �
�-�����AB � ���	�	 �����	�	 �
�

���
����	
�0,�3$*&4�$& /�$�- �+,&��*# C "�&'!/3�� &02��+!$$� )!�-%3$1'CD (��) /+� 03/5-�1C- "&�+C/&4$&�*C
/4C-1&4�) ��#4&+C4, �1C .��*&�&43�*5�� 4 1��"*&,��%C2$�) #!*&/�) &0�&01� *� .�)��*3 C$%&�#�'CD, 3 *&#3
2��+C /+� �!�+C.�'CD "�&'!/3� !+!1*�&$$&,& '�%�&4&,& "C/"��3 (
��) "�� "!�!/�2C, &0�&0'C *� .0!�C,�$$C
C$%&�#�'CD 4 �4*&#�*�.&4�$�) ���*!#�).  
��&"&$&4�$�- �+,&��*# .�"�&"&$&4�$& 1&$�*�3�4�*� $� &�$&4C $&4�) 1��"*& �*C-1�) "!�!*4&�!$5: S-0+&1
"!�!*4&�!$5 0�-*C4, *�0+�'� �*��$!$$�, +&,C2$C %3$1'CD, �1C .� 4+��*�4&�*�#� .�0!."!2�*5 !%!1*�4$C
"&���!$$� C �&.�C�4�$$� 0+&1C4 C "C/0+&1C4 )!�C�3!#�) "&4C/&#+!$5. 
.�"���/ 	����: �+,&��*#, )!�-%3$1'C�, !+!1*�&$$& '�%�&4�- "C/"��, S-0+&1 "!�!*4&�!$5 0�-*C4, *�0+�'�
�*��$!$$�, +&,C2$� %3$1'C�. 

5 

)1(TH =

n=n+1 

n ≤ N6 

��

�!*  

,

�&$!'

S – ����

��������������, 

�� ���%  

H=S(H)
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D. E. Akbarov, Sh. A. Umarov 

Fergana branch of the Tashkent university information technologies, Fergana, Uzbekistan 

ALGORITHM OF HASHING FUNCTION WITH NEW BASIC CONVERSIONS 
This algorithm and procedure of computation of the hashing function (HF) for any sequence of binary characters 

which are applied in cryptography methods of processing and information security, including to implementation of 

procedures of the digital signature (DS) by transmission, processing and information storage in automated systems. 

The offered algorithm is constructed on the basis of new crypto permanent conversions: S-block conversions of 

bytes, the table of compression, logic functions which on properties will provide effective distribution and 

dispersion of units and under units of the hashed messages.  

Keywords: algorithm, hashing function, electronically sign-code signature, S-block conversions of bytes, table of 

compression, logic function. 
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